Index

Numbers and Symbols

@ (av) symbol, 7-26

$ (dollar sign), 6-4

64-bit editions of Windows Server 2003, 1-7 to 1-8

A
/A switch, 7-26 to 7-27
access control entries (ACEs), 6-13
Access Control List (ACL) Editor, 6-2, 6-12 to 6-18, 6-25,
6-55
access control lists (ACLs), 6-16 to 6-19, 6-20 to 6-23, 6-29,
6-50, 6-55
for groups, 4-3
for printers, 8-17, 8-21
for users, 3-3
account lockout policies, 3-44, 3-46 to 3-48, 3-50, 3-57
account properties, 3-7, 3-8 to 3-10
Account tab, Properties dialog box, 3-7 to 3-8
ACLs (access control lists), 6-16 to 6-19, 6-20 to 6-23, 6-29,
6-50, 6-55
activation process, 1-11, 1-21
Active Directory, 1-13 to 1-15
access control lists (ACLs), 1-15
authentication, 3-3
command-line tools, 3-17 to 3-26
cross-platform issues, 3-47 to 3-48
delegation, 1-15
domains, trees, and forests, 1-14
finding objects in, 5-15 to 5-16
Group Policy, 1-15
objects and organizational units (OUs), 1-14 to 1-15
overview of, 1-13 to 1-14
printer integration with, 8-21 to 8-26
Further Reading, 1-16
System State and, 13-5 to 13-6
Windows Address Book (WAB), 3-48
Active Directory Client, 3-47 to 3-48
Active Directory Domains And Trusts, 15-14
Active Directory Installation Wizard, 1-12, 1-14, 1-22
Active Directory Service Interfaces (ADSD), 3-47
Active Directory Users and Computers
computer object creation, 5-4, 5-9
group account management, 4-12 to 4-14
moving user objects, 3-11
user account management, 3-7 to 3-11
user object creation, 3-3 to 3-6
Add Printer Wizard, 8-4 to 8-6, 8-8
Add/Remove Windows Components Wizard, 6-39
administrative tools
Case Scenario Exercise, 2-48
Key Terms, 2-50

authenticatio@l

Microsoft Management Console (MMC), 2-3 to 2-8
overview of, 2-1
Remote Assistance, 2-21 to 2-28
Remote Desktop For Administration, 2-13 to 2-20
Terminal Server Licensing, 2-32
troubleshooting, 2-17 to 2-18
administrators
delegation by, 1-15
device installation by, 10-16
disk quota for, 11-27 to 11-32
passwords for, 1-19
remote management by, 17-30
resource ownership by, 6-23 to 6-25
ADSI (Active Directory Service Interfaces), 3-47
Advanced Digest authentication, 6-45
Advanced Security Settings dialog box, 6-14 to 6-15, 6-18
to 6-20
Auditing tab, 6-32
Effective Permissions tab, 6-22
Owner tab, 6-24
Permissions tab, 6-26
Advanced Security Settings For Docs dialog box, 6-14
to 6-15
aliases, Windows Management Interface Command-line
(WMIC), 12-27 to 12-28
All Devices and System Summary report, 10-4
Allow permissions, 6-7, 6-20, 6-21
Allow Take Ownership permission, 6-24
Anonymous Logon group, 4-10
Application log, 12-3, 12-9, 12-29
application server, 1-12
Applications tab, Task Manager, 12-20 to 12-21
applications, Terminal Server support for, 2-29
Approve Updates page, 9-15 to 9-16
ASR. See Automated System Recovery
at symbol (@), 7-26
attributes, archive, 7-6 to 7-9, 7-41
audio redirection, 2-38
audit logs, 6-33, 6-34
Audit Object Access policy, 6-34, 6-57
auditing
authentication, 3-49 to 3-50
configuring, 6-32 to 6-33, 6-36
enabling, 6-34
examining the Security log, 6-34 to 6-36
file system access, 6-32 to 6-38
generating audit events, 6-36
printers, 8-32
Auditing Entry dialog box, 6-32 to 6-33
Authenticated Users group, 4-10
authentication, 3-44 to 3-59, 6-44 to 6-47
account lockout policies, 3-46 to 3-48
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I-2 authentication

administering, 3-50 to 3-57
anonymous, 0-44 to 6-45
auditing, 3-49 to 3-50
cross-platform issues, 3-47 to 3-48
FTP (File Transfer Protocol) site, 6-45
password policies, 3-45 to 3-46
securing with policy, 3-44 to 3-48
troubleshooting, 3-53 to 3-57
user, 3-50 to 3-57
Author mode, 2-6
authoritative restore, 18-4
authorization process, 6-13
Automated System Recovery (ASR), 13-6 to 13-8, 18-1
creating ASR sets, 13-6 to 13-8, 13-12
defined, 3-16
practice exercises, 13-11 to 13-13
restoring systems using, 13-13
starting, 13-6
System State data, 13-3 to 13-6
Automated System Recovery Preparation Wizard, 13-6 to
13-7
Automatic Updates client, 9-5, 9-21 to 9-23
Case Scenario Exercise, 9-42 to 9-43
configuring using GPOs, 9-5, 9-23 to 9-25
download behaviors, 9-22
installation options, 9-23

Background Intelligent Transfer Service (BITS), 9-6, 9-9,
9-22
backing up data

advanced procedures, 7-20 to 7-40

backup types, 7-6 to 7-8

creating ASR (Automated System Recovery) sets, 13-6 to
13-8, 13-12

daily, 7-7, 7-13

destination for, 7-5

differential, 7-7, 7-10

excluding files, 7-25

fundamentals of, 7-3

hardware devices for, 7-5, 7-16

1IS (Internet Information Services) configuration, 6-41 to
6-43

logging backup data, 7-25

managing media, 7-21 to 7-22

Ntbackup command, 7-26 to 7-28

options for, 7-23 to 7-26

restoring backed up data, 7-14 to 7-19

scheduling backup jobs, 7-28 to 7-29

security issues, 7-21

selecting files/folders, 7-5

shadow copies and, 7-29 to 7-33

strategy for, 7-6 to 7-7

SUS (Software Update Services) server, 9-18 to 9-19

System State, 13-3 to 13-5, 13-7, 13-11

troubleshooting lab, 7-39 to 7-40
verification of, 7-16, 7-24
VSS procedure, 7-20
Windows utility for, 7-3 to 7-5
See also restoring data
backup logging, 7-25
Backup Operators group, 7-21, 7-28
backup selection file, 7-26 to 7-27
backup switches, 7-26 to 7-28
Backup Utility, 7-3 to 7-13
backing up files with, 7-5
Backup Log options, 7-25
catalog listing, 7-23
creating an ASR (Automated System Recovery) set, 7-4
Exclude Files option, 7-25
General options, 7-23
media pools and, 7-22, 7-27
restoring files with, 7-14 to 7-15
System State and, 13-3 to 13-5, 13-7, 13-11
Backup Wizard, 7-3
bandwidth, 9-6, 9-13, 9-22
baseline, 12-13, 12-14 to 12-15
Basic authentication, 6-45
basic disks, 11-5 to 11-6
converting to dynamic disks, 11-17, 11-20
dynamic disks compared to, 11-8
managing, 14-5
partitions, 11-6
Basic FTP authentication, 6-45
basic input/output system (BIOS), 11-6
BIOS (basic input/output system), 11-6
BITS (Background Intelligent Transfer Service), 9-6, 9-9,
9-22
Block option, 14-38
boot partition, 11-6, 11-15, 11-16, 11-17
BOOT.INI file, 11-40
bootable CD-ROM, 1-9
Bootcfg command, 13-10
Browser service, 8-8
Bytes Printed/Sec performance counter, 8-31

C
CA (certificate authority), 18-6
CALs. See Client Access Licenses
Case Scenario Exercises
administrative tools, 2-48
backing up data, 7-37 to 7-39
computer accounts, 5-26 to 5-27
disk storage, 11-44 to 11-45
files and folders, 6-50 to 6-52
group accounts, 4-25 to 4-260
hardware devices, 10-23
monitoring performance, 12-31 to 12-32
operating system maintenance, 9-38 to 9-43
printers, 8-38 to 8-41



user accounts, 3-60 to 3-62

See also practice exercises
catalog, backup, 7-20, 7-23
Catalog A Backup File command, 18-15
certificate authentication, 6-45
certificate authority (CA), 18-6
certificate database, 18-6, 18-14
certificates, digital, 14-38
Change permission, 6-7, 6-17, 6-23, 6-29
Chkdsk tool, 11-24 to 11-25, 11-26
Choose Licensing Mode tool, 9-33
CIM (Common Information Model), 12-31
Client Access Licenses (CALs), 9-30 to 9-32

obtaining, 9-30

Windows Device CALs, 9-31
Client for Microsoft Networks, 6-3, 6-8
clients

Automatic Updates, 9-5 to 9-6, 9-9

connecting to printers, 8-4, 8-8 to 8-9

Remote Desktop, 2-14 to 2-16
clusters, 11-25 to 11-26

See also defragmentation
Com+ tab, Properties dialog box, 3-8
command-line tools

Active Directory, 3-17 to 3-26

disk management, 11-18

LDIFDE utility, 4-16 to 4-19, 4-23 to 4-24

See also specific commands
comma-separated-values (CSV) file, 10-5, 10-6
Common Information Model (CIM), 12-31
complex passwords, 3-5, 3-6, 3-9
computer accounts

Active Directory, 5-4

creating, 5-3 to 5-9

Computers container vs. OUs, 5-8 to 5-9

defined, 5-30

deleting, 5-19 to 5-21

disabling, 5-19 to 5-21

Dsadd command, 5-4 to 5-5

Dsmod command, 5-15

Dsmove command, 5-8

enabling, 5-20 to 5-21

finding and connecting to, 5-15

joining to domains, 5-6 to 5-7

managing, 5-13 to 5-16

moving, 5-10

NETDOM command, 5-5

overview of, 5-3

permissions, 5-13 to 5-14

problems with, 5-21 to 5-23

properties, 5-6, 5-13 to 5-14

resetting, 5-19, 5-21

security identifiers, 5-3

troubleshooting, 5-19 to 5-24
“computer” keyword, 15-16

Computer Management console, 2-5, 2-9 to 2-10

cyclical redundancy check

Disk Management snap-in, 11-20
Computer Name Changes dialog box, 5-6 to 5-7
computer objects

creating, 5-4 to 5-5, 5-8

deleting, 5-19

finding and connecting to, 5-15

joining to domains, 5-6 to 5-7

location, 5-8

managing, 5-14

moving, 5-9, 5-10

permissions, 5-13

properties, 5-14

renaming, 5-8
Computers container, 5-8 to 5-9
concurrent connections, 1-19

-3

Configure Your Server Wizard, 1-11 to 1-13, 1-22 to 1-24

configuring
audit settings, 6-32 to 6-33, 6-36
authentication methods, 6-44 to 6-45
Automatic Updates, 9-22, 9-23 to 9-25
disk storage, 11-3, 11-4, 11-5, 11-11 to 11-23
Event Viewer logs, 12-3, 12-4 to 12-6
file system permissions, 6-13 to 6-31
FTP (File Transfer Protocol) sites, 6-43, 6-44
hardware devices, 10-11 to 10-17
1IS (Internet Information Services), 6-40, 6-44
network cards, 10-21
permissions, 6-13 to 6-17
printers, 8-6 to 8-7, 8-9 to 8-11
quotas, 11-27 to 11-29, 11-30 to 11-31
RAID volumes, 11-34 to 11-35, 11-38, 11-40 to 11-41
remote control, 2-26
Remote Desktop, 2-13 to 2-14, 2-15, 2-22
shadow copies, 7-30 to 7-31
share permissions, 6-7 to 6-8
Terminal Server, 2-29, 2-30 to 2-32, 2-34 to 2-35
user objects, 3-7 to 3-9, 3-11
Web sites, 6-41 to 6-44
Windows Server 2003, 1-11 to 1-13, 1-16 to 1-23

WSUS (Windows Server Update Services), 9-5 to 9-7,

9-11 to 9-21

Console Root, 2-3, 2-7
Control Panel, 9-21, 9-44

Choose Licensing Mode tool, 9-33

managing hardware using, 10-7 to 10-8
Convert command, 11-17
converting

disk storage, 11-17, 11-20

group accounts, 4-8
counters. See performance counters
CRC (cyclical redundancy check), 9-22
Creator Owner account, 6-23, 6-26 to 6-27, 6-57
CSV (comma-separated-values) file, 10-5, 10-6
CSVDE command, 3-16 to 3-17, 3-29
Custom Configuration, 1-11 to 1-12
cyclical redundancy check (CRC), 9-22




I-4 /D switch

D
/D switch, 7-28
data, backing up. See backups
Datacenter Edition of Windows Server 2003, 1-7
Default Domain Policy, 3-44 to 3-45
Default FTP Site, 6-42
Default Web Site, 6-40 to 6-42
Default Web Site Properties dialog box
Documents tab, 6-42
Home Directory tab, 6-42
Web Site tab, 6-41
Defrag command-line utility, 14-1
defragmentation, 11-25 to 11-26
delegation, 1-15
deleting
computer accounts, 5-19 to 5-21
permissions, 6-17, 6-20
Recovery Console, 13-9, 13-10
user objects, 3-26, 3-52
Deny permissions, 6-7, 6-16, 6-21, 6-27 to 6-28
Deny-Read permission, 16-26
deploying service packs, 9-28
device disaster, recovery from, 10-18 to 10-19
device drivers. See drivers
Device Manager, 10-4 to 10-6
accessing, 10-4
hardware management, 14-15
resource configuration, 10-14
rolling back drivers, 10-12
status codes, 10-20
tasks, 10-4 to 10-5
uninstalling drivers, 10-13 to 10-14
updating drivers, 10-11
warning icon, 10-3 to 10-4
See also hardware devices
Device Properties dialog box, 14-45
device redirection, 2-38 to 2-40
DHCP (Dynamic Host Configuration Protocol), 1-11, 1-12
dialog boxes
Account tab, Properties, 3-7 to 3-8
Advanced Security Settings For Docs, 6-14 to 6-15
Auditing Entry, 6-32 to 6-33
Computer Name Changes, 5-6 to 5-7
Default Web Site Properties, 6-41 to 6-42
Dial-in tab, Properties, 3-8
Docs Properties, 6-14
Find Computers, 5-15
Find Printers, 8-9
General tab, Properties, 3-7
New Object—Computer, 5-4
New Object-User, 3-4 to 3-5
Permission Entry for Docs, 6-15
Print Server Properties, 8-32
Profile tab, Properties, 3-7
Properties, 3-7 to 3-10, 4-10, 8-6 to 8-7

Schedule Job, 7-29
System Properties, 9-21 to 9-22
See also Advanced Security Settings dialog box
Dialup group, 4-10
differential backups, 7-7, 7-10
normal backups with, 7-7 to 7-8
practice exercise on performing, 7-38
Digest authentication, 6-45
digital certificate, 14-38
digital signatures, 10-6 to 10-7
direct memory access (DMA), 10-3
Directory Service log, 12-4
Directory Service command-line tools, 15-2, 15-25
Directory Services Restore mode, 18-10
dirty disks, 11-26
DISABLE command, 13-10
disabling
computer accounts, 3-6, 5-20
hardware devices, 10-15
disaster recovery, 10-18 to 10-19
practice exercises, 18-2
Further Reading, 18-3
review questions and answers, 18-5 to 18-17
disk counters, 12-17
Disk Defragmenter, 11-25 to 11-26
disk management, 11-11 to 11-12
command-line tools, 11-19 to 11-20
console interface, 11-12
Disk Management snap-in, 11-11 to 11-12
creating partitions using, 11-20
troubleshooting disks with, 11-48 to 11-49
disk mirroring. See mirrored volumes
disk quotas, 11-27 to 11-31
configuring, 11-27 to 11-28
exporting quota entries, 11-29
implementing, 11-30 to 11-31
monitoring, 11-29
disk storage, 11-3 to 11-10
basic, 11-5 to 11-6, 11-8
command-line tools, 11-18 to 11-20
configuring, 11-12 to 11-15, 11-20 to 11-22
converting, 11-17 to 11-18
dynamic, 11-6 to 11-8
fault tolerance, 11-4 to 11-5
logical volumes, 11-3 to 11-4
maintaining volumes, 11-24 to 11-32
managing, 11-11 to 11-12
mounted volumes, 11-4
moving physical disks, 11-16 to 11-17
physical disks, 11-3
quotas, 11-27 to 11-31
separation of data, 11-5
troubleshooting, 11-45 to 11-48
disk striping. See striped volumes
DISKPART command, 11-16, 11-19, 11-20, 11-21



disks
basic, 11-6 to 11-7
defragmenting, 11-25 to 11-26
dirty, 11-26
dynamic, 11-6 to 11-9
initializing, 11-13
installing, 11-13
managing, 11-11 to 11-12, 11-17 to 11-19
moving between servers, 11-16 to 11-17
physical, 11-3
upgrading, 11-40
distinguished names (DNs), 3-17 to 3-18
Distributed File System (DFS), 3-41
DMA (direct memory access), 10-3
DNs (distinguished names), 3-17 to 3-18
DNS (Domain Name Service) server, 1-12, 1-14
dollar sign ($), 6-4
domain computer account, 5-7, 5-12 to 5-13
domain controllers, 1-10 to 1-12, 1-16
domain functional levels, 4-3
domain local groups, 4-4 to 4-6, 4-20
domain model, 1-13
Domain Name Service (DNS) server, 1-12, 1-14
See also DNS (Domain Name Service) server
domains
Active Directory, 1-13
joining computers, 5-6 to 5-7, 5-10 to 5-11
downloading
Automatic Updates, 9-13, 9-22
service packs, 9-27
drag-and-drop operations, 3-11
drive letters, assigned to volumes, 11-6, 11-15 to 11-23
drive redirection, 2-38, 11-4
Driver tab, 10-12
Driverquery command, 10-5 to 10-6
drivers,
configuring, 10-10 to 10-15
installing, 10-3 to 10-10
printer, 8-7, 8-29 to 8-30, 8-41 to 8-42
recovery tools, 10-18, 10-19
resource configuration, 10-14 to 10-15
rolling back, 10-12 to 10-13
signing options, 10-6 to 10-7
status codes, 10-20
troubleshooting, 10-18 to 10-25
uninstalling, 10-13 to 10-14
unsigned, 10-7
updating, 10-11 to 10-12
See also hardware devices
Dsadd command, 3-23 to 3-24
Dsget command, 3-25 to 3-26
Dsmod command, 3-25
Dsmove command, 3-26
Dsquery command, 3-19 to 3-22
parameters, 3-20 to 3-21
Dsrm command, 3-26

Exam Highlights 1-5

duplexing, 11-35
dynamic disks
basic disks compared to, 11-8
configuring, 11-14
converting basic disks to, 11-17 to 11-18, 11-20, 14-2
explained, 11-6 to 11-8
managing, 11-26, 14-5
Dynamic Host Configuration Protocol (DHCP), 1-11, 1-12

E
editing GPOs (Group Policy Objects), 14-44
editions of Windows Server 2003
64-bit editions, 1-7 to 1-8
Datacenter Edition, 1-7
Enterprise Edition, 1-7
review questions and Answers, 1-8 to 1-9
Standard Edition, 1-6
Lesson Summary, 1-9
Web Edition, 1-6
effective permissions, 6-9, 6-20 to 6-23, 6-53
defined, 6-56
evaluating, 6-21, 6-22 to 6-23
practice exercise, 0-25 to 6-29
rules determining, 6-21
EFI (Extensible Firmware Interface), 11-13
Employees global group, 16-30
Enable command, 13-10
enabling
auditing, 6-33
computer accounts, 5-19 to 5-20
user accounts, 3-44
encryption, reversible, 3-6, 3-9
End User License Agreement (EULA), 9-30
Enterprise Edition of Windows Server 2003, 1-7
error messages
computer accounts, 5-23, 5-25, 5-28, 5-34
Device Manager, 10-20
See also troubleshooting
EULA (End User License Agreement), 9-30
Event IDs, 17-6, 17-8, 17-11
Event logs, 17-1, 17-6, 17-12
event monitor, 12-7 to 12-8
Event Viewer
accessing remote event logs, 12-6
Application log, 12-3
archiving event logs, 12-7
configuring logs in, 12-4 to 12-6
Directory Service log, 12-4
DNS Server log, 12-4
File Replication Service log, 12-4
logs available in, 12-3 to 12-4
Security log, 12-3
System log, 12-3
Exam Highlights
administrative tools, 2-50
backing up data, 7-41




I-6 Exam Highlights

computer accounts, 5-29 to 5-30

disk storage, 11-49 to 11-50

files and folders, 6-55 to 6-57

group accounts, 4-27

hardware devices and drivers, 10-25 to 10-26

monitoring performance, 12-34

operating system maintenance, 9-44

printers, 8-42 to 8-43

system recovery, 13-15 to 13-16

user accounts, 3-64 to 3-65

See also review questions and answers
Excel

importing performance data into, 12-17 to 12-18

reading security log in, 6-36 to 6-37
exporting

quota entries, 11-29

Security log, 6-35
extended partition, 11-6, 11-14
extended volumes, 11-21
Extensible Firmware Interface (EFD), 11-13
Extensible Markup Language (XML), 2-24, 6-44
extension snap-ins, 2-5
external GPOs (Group Policy Objects), 14-44
extracting

Event Viewer WMI data, 12-30

service packs, 9-27 to 9-29, 9-39

F
/F switch, 7-26
failed access, auditing for, 6-32
FAT/FAT32 file systems, 11-14, 11-24
fault tolerance, 11-4 to 11-5, 11-34 to 11-38
evaluating options for, 11-4 to 11-5
hardware RAID and, 11-5
restoring on servers, 11-34
review questions and answers, 11-51 to 11-56
software RAID and, 11-4
system volume and, 11-5, 11-7, 11-25
File and Printer Sharing for Microsoft Networks service, 6-3
File Replication Service (FRS), 1-11, 12-4
file servers, 1-9
File Server Management console, 6-10
file shares, 18-14 to 18-15
file system
auditing, 6-13 to 6-30, 6-32 to 6-37
permissions, 6-13 to 6-30
file system access
auditing, 6-32 to 6-38
permissions, 6-13 to 6-31
file system permissions, 6-13 to 6-31
configuring, 6-13 to 6-17, 6-25 to 6-27
effective, 6-20 to 6-23
Exam Highlights
inheritance, 6-17 to 6-20
Key Terms, 6-56 to 6-57

practice exercises, 6-25 to 6-29
resource ownership, 6-23 to 6-25
review questions and answers, 6-30
Lesson Summary, 6-31
troubleshooting, 6-53
File Transfer Protocol (FTP) site, 6-39, 6-43 to 6-45
Find Computers dialog box, 5-15
Find Printers dialog box, 8-8, 8-9, 8-23
firewalls, 2-10, 2-17, 2-26 to 2-28, 2-35
floppy disks, ASR (Automated System Recovery), 13-6 to
13-8
Folder Redirection policies, 3-32
folders
backing up, 7-6 to 7-7
My Documents, 3-32
permissions, 6-7, 6-11, 6-14, 6-20
Printers and Faxes, 8-4
shared, 6-3 to 6-12
spool, 6-24
See also files
forests and trees, 1-14, 1-26
FQDN (fully qualified domain name ), 9-24
fragmented files, 11-24 to 11-26
free media, 7-22
FRS (File Replication Service), 1-11, 12-4
Fsutil command, 11-18
FTP (File Transfer Protocol) sites, 6-39, 6-43 to 6-45
full backups, 18-2, 18-25
Full Control permission, 6-7, 6-9, 6-17, 6-23
fully qualified domain name (FQDN), 9-24

G
/G switch, 7-27
global groups, 4-4 to 4-5
globally unique identifiers (GUIDs), 5-4, 5-18
GPOs. See Group Policy Objects (GPOs)
GPT (GUID partition table), 11-13
graphical user interface (GUD), 1-10, 1-18, 5-13
group accounts
automation, 4-15 to 4-24
batch processing, 4-17 to 4-18
converting, 4-8 to 4-9
creating, 4-12 to 4-13, 4-15, 4-19
Csvde, 4-15
Dsadd command, 4-19 to 4-20
Dsget command, 4-20
Dsmove command, 4-22
Dsrm command, 4-22
Ldifde (LDAP Data Interchange Format Directory
Export) commands, 4-16 to 4-19, 4-23 to 4-24
managing, 4-12 to 4-14, 4-15 to 4-24
modifying with Dsmod, 4-21
nesting, 4-20 to 4-21
overview of, 4-3
permissions, 4-3 to 4-4



Internet Information Services (1IS) -7

scope, 4-4 to 4-7 home directory, 15-43
security groups, 4-5 to 4-6, 4-12 HTML Remote Administration Tools, 17-1, 17-30, 17-33,
special identities, 4-9 to 4-10 17-34
troubleshooting, 4-26 HTTP (Hypertext Transfer Protocol), 8-24
types of, 4-4 to 4-6
VBScript, 4-23 |
Group Policy, 1-13 IDE (Integrated Drive Electronics) drives, 11-44
Automatic Update configuration, 9-23 to 9-25 Ignore option, 14-38
enabling auditing through, 6-33 IIS. See Internet Information Services (1IS)
Remote Assistance options, 2-21 to 2-22 importing
service pack deployment, 9-23, 9-35 logged performance data, 12-16 to 12-17
Terminal Services user objects, 3-16 to 3-17, 3-25 to 3-26
Group Policy Objects (GPOs), 1-15 to 1-16 incremental backups, 7-6 to 7-7, 18-25
applying, 14-48, 17-22 normal backups with, 7-8
audit policy, 6-34 practice exercise, 7-10, 7-33
editing, 14-42 Index Server, 9-1
external, 14-46 inheritance, 6-17 to 6-20
local, 14-46 explained, 6-17 to 6-18
groups overriding, 6-18
distribution, 4-3 reinstating, 6-19 to 6-20
domain local, 4-4 removing, 6-18 to 6-19
global, 4-5 Initialize And Convert Disk Wizard, 14-5, 14-13
license, 9-32 initializing disks, 11-13
local, 4-4 installing
nested, 4-11, 15-19 Active Directory, 1-13
printer, 8-39 Automatic Updates, 9-23
scope, 4-4 to 4-7 disks, 11-13

security, 4-3, 4-9 to 4-10

special, 4-6 to 4-7

universal, 4-5
GUI (graphical user interface), 1-10, 1-18, 5-13
GUID (globally unique identifier), 5-4, 5-18
GUID partition table (GPT), 11-13

hardware devices

drivers, 10-3 to 10-10

hardware devices, 10-3 to 10-10

Internet Information Services (IIS), 6-39
printers, 8-4 to 8-6

Recovery Console, 13-8 to 13-9

Remote Desktop Connection client, 2-31
Software Update Services (SUS), 9-9 to 9-11
Terminal Server, 2-29 to 2-32

Terminal Services, 2-18

configuring, 10-11 to 10-17

Control Panel and, 10-14

disabling, 10-14, 10-22

driver recovery tools, 10-18 to 10-19
enumerating, 10-8

installing, 10-3 to 10-10

managing, 10-7 to 10-8
Plug-and-Play, 10-3, 10-6

Windows Server 2003, 1-10 to 1-13
Windows Server Update Services (WSUS), 9-9
Instant Messenger Service, 2-48
Integrated Drive Electronics (IDE) drives, 11-44
Integrated Services Digital Network Basic Rate Interface
(ISDN BRD lines, 17-20 to 17-21
Integrated Windows authentication, 6-43
Internet Information Services (IIS)

disaster recovery, 10-16 to 10-17

resource configuration, 10-13

status codes, 10-20 to 10-21

troubleshooting, 10-18 to 10-24

uninstalling, 10-11, 10-22

See also drivers; printers
hardware profiles, 10-19 to 10-20
hardware RAID, 11-5, 11-34, 11-39
/HC switch, 7-28
help options, Recovery Console, 13-10
Help and Support Center, 2-19, 2-22
hidden shares, 6-3

administering Web environments, 6-40 to 6-41, 6-47 to
6-49

authentication options, 6-44 to 6-46

Backup/Restore Configuration option, 6-44

configuring access to, 6-41 to 6-44

FTP (File Transfer Protocol) authentication options, 6-45

installing, 6-39

Internet printing, 6-47

Lockdown Wizard,

Manager console, 6-40

Metabase, 6-39, 6-44

permissions, 6-46
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securing files on, 6-44 to 6-47
troubleshooting IP address limits, 6-52
Internet printing
managing, 8-25
setting up, 8-24
Internet Printing Protocol (IPP), 8-24
Internet Server Application Programming Interface (ISAPD),
9-6
interrupt requests (IRQs), 10-3
intranets, 6-49
IP (Internet Protocol) addresses
configuring, 17-58
printers and, 8-33, 8-34
IPP (Internet Printing Protocol), 8-24
IRQ (interrupt requests), 10-3
ISAPI (Internet Server Application Programming Interface),
9-6
ISDN BRI (Integrated Services Digital Network Basic Rate
Interface) lines, 17-20 to 17-21
Itanium computers, 1-7

J

/] switch, 7-26

Job Errors performance counter, 8-31
Jobs performance counter, 8-31
JOIN command, NETDOM, 5-7

L
/L switch, 7-28
language settings, 9-6, 9-9
LANs (local area networks), 1-10
Last Known Good Configuration option, 10-19, 10-22 to
10-26
LDAP (Lightweight Directory Access Protocol), 1-13
LDIFDE (LDAP Data Interchange Format Directory
Export) utility, 4-16 to 4-19, 4-23 to 4-24
LDM (Logical Disk Manager) service, 11-6 to 11-8
license groups, 9-36 to 9-37
License Logging service, 9-33 to 9-37
License Server, Terminal Server, 2-32
licenses
administering, 9-33 to 9-37
Client Access License, 9-30 to 9-31, 9-32
creating license groups, 9-37 to 9-38
License Logging service, 9-34 to 9-35
Licensing Mode tool, 9-33
overview of, 9-30
Per Device or Per User, 9-31 to 9-33
Per Server, 9-31
site license server, 9-33 to 9-34
status symbols for, 9-36
licensing, 2-32
Licensing administrative tool, 9-33, 9-35, 9-36
Lightweight Directory Access Protocol (LDAP), 1-13

Listsve command, 13-10, 13-12
load-balancing terminal servers, 2-41
local area networks (LANs), 1-10
local Group Policy Objects (GPOs), 14-44
local printers, 8-9 to 8-10
local user profiles, 3-33
locked accounts. See account lockout policies
logging, 12-3 to 12-4
application, 12-3, 12-9, 12-29
backup, 7-25
license, 9-34 to 9-35
security, 12-3
system, 12-3
Logical Disk Manager (LDM) service, 11-6 to 11-8
logical printers, 8-3 to 8-4, 8-5
configuring multiple, 8-7, 8-21
connecting clients to, 8-8 to 8-9
See also printers
logical volumes, 11-3 to 11-4
basic disks, 11-6
dynamic disks, 11-7
logon
events, 3-49 to 3-50, 3-57
names, 3-4 to 3-5, 3-7
optimization, 3-28

M
/M switch, 7-28
mail server, 1-10
maintaining
disk storage volumes, 11-11 to 11-12
operating systems, 9-1 to 9-48
printers, 8-29 to 8-30
Manage Documents permission, 8-17
Manage Printers permission, 8-17
Manage Your Server page, 1-11, 1-22
Management Console. See Microsoft Management Console
(MMO)
mandatory profiles, 3-65
Master Boot Record (MBR), 11-6
master file table (MFT), 11-25
MBR (Master Boot Record), 11-6
media pools, 7-21 to 7-23, 7-27, 7-41
managing, 7-22
types of, 7-22
Member Of tab, Properties dialog box,
memory, 12-15, 12-17
memory, monitoring, 12-14
memory cache, 12-15, 12-32
memory counters, 12-11 to 12-12
menus, MMC (Microsoft Management Console), 2-4
metabase, 6-39, 6-44
Metadirectory Services, 1-7, 1-9, 1-25
MFT (master file table), 11-25
Microsoft Active Directory. See Active Directory



Microsoft Excel. See Excel
Microsoft Licensing administrative tool, 9-30, 9-33 to 9-36
Microsoft Management Console (MMC), 2-3 to 2-11
Author mode, 2-6
console options, 2-6 to 2-7
customizing, 2-5 to 2-6
defined, 2-50
menus and commands, 2-4
navigating, 2-3 to 2-4
overview of, 2-3
remote management with, 2-9 to 2-11
snap-ins, 2-6
user modes, 2-6
Microsoft Metadirectory Services (MMS), 1-7, 1-9, 1-25
Microsoft Software Update Services. See Software Update
Services (SUS)
Microsoft SQL Server Database Engine (MSDE), 1-5
Microsoft Web site, 1-4
Microsoft Windows Server 2003. See Windows Server 2003
mirrored volumes, 11-7, 11-8, 11-35 to 11-37
creating, 11-19, 11-35
defined, 11-7
fault tolerance and, 11-5
RAID-5 volumes vs., 11-37, 11-39
recovering, 11-36 to 11-37
removing, 11-19
MMC. See Microsoft Management Console (MMC)
MMS (Microsoft Metadirectory Services), 1-7, 1-9, 1-25
modems and network cards, troubleshooting, 10-21
Modify permissions template, 6-17
monitoring performance
baseline for, 12-13
Case Scenario Exercise, 12-31 to 12-32
counters for, 12-11, 12-12
disk quotas and, 11-29
Event Viewer for, 12-3 to 12-9
Exam Highlights, 12-34
hardware devices and, 10-7 to 10-8
Key Terms, 12-34
object categories and, 12-15 to 12-16
Performance Console for, 12-10 to 12-19
printers and, 8-30 to 8-32
review questions and answers, 12-35 to 12-37
server roles and, 12-14 to 12-15
Software Update Services (SUS) and, 9-18
Lesson Summary, 12-9, 12-19, 12-25, 12-31, 12-33 to
12-34
Task Manager for, 12-20 to 12-25
troubleshooting lab on, 12-32 to 12-33
Windows Management Instrumentation (WMI) utility for,
12-26 to 12-31
mounted drives, 7-24
mounted volumes, 11-4, 11-15
Mountvol command, 11-17
Movetree command, 15-15

NTFS permissions

MSDE (Microsoft SQL Server Database Engine), 1-5
multibooted systems, 11-9

multiple server topology, 9-9

My Documents folder, 3-32

N
/N switch, 7-27
names
computer, 1-19
distinguished, 3-19 to 3-20
logon, 3-4 to 3-5, 3-11 to 3-12
printer, 8-5 to 8-6, 8-8
share, 8-5 to 8-6
NAT (Network Address Translation), 2-26
nesting groups, 4-13
.NET Passport authentication, 6-45
NET Web services, 17-58
Net Start Spooler command, 8-34
Net Stop Spooler command, 8-34
NetBIOS domain name, 5-7
NETDOM command
computer accounts, 5-5, 5-12, 5-21
JOIN command, 5-7
network adapters, 10-8 to 10-9
Network Address Translation (NAT), 2-26
network cards, 17-45, 17-56
network counters, 12-16
network failures, 2-17
network interface cards (NICs), 12-16
Network Load Balancing (NLB), 2-42
Networking tab, Task Manager, 12-23, 12-25
network printers, 8-4 to 8-5
Networking tab, Task Manager, 12-23
networks
directory service models, 1-13
monitoring
New Object—Computer dialog box, 5-4, 5-13
New Object—User dialog box, 3-4 to 3-6
New Volume Wizard, 11-14 to 11-15
NICs (network interface cards), 12-16
NLB (Network Load Balancing), 2-42
normal backups, 7-6
differential backups with, 7-7 to 7-8
incremental backups with, 7-8
practice exercise, 7-9
NT LAN Manager (NTLM), 3-48
Ntbackup command, 7-3, 7-23 to 7-27
overview of, 7-26
practice exercise, 7-9
switches used with, 7-26 to 7-28
See also Backup Utility
Ntdsutil command, 13-6
NTES file system (NTFS), 11-4, 11-14 to 11-18
NTFS permissions, 6-7 to 6-8, 6-9
configuring, 6-7, 6-25 to 6-27




I-10 NTFS permissions

evaluating, 6-21 to 6-22
1IS resources, 6-44, 6-45, 6-46
Lesson Summary, 6-55
troubleshooting, 6-54

NTLM (NT LAN Manager), 3-48

0

objects, Active Directory, 1-10
See also specific types of objects
objects, computer
creating, 5-4 to 5-5
deleting, 5-19
finding and connecting to, 5-15
joining to domains, 5-4, 5-7
managing, 5-14
moving, 5-10 to 5-11
permissions, 5-13
properties, 5-14, 5-15
renaming, 5-8
objects, user
configuring, 3-7 to 3-8
creating, 3-3 to 3-6
deleting, 3-52
disabling/enabling, 3-52
importing, 3-16 to 3-17
managing, 3-7 to 3-11
modifying multiple, 3-9 to 3-10
moving, 3-11
properties, 3-6
renaming, 3-52
templates, 3-15 to 3-16
user properties, 3-9

peer-to-peer (P2P) file sharing, 14-42
Per Device licensing, 9-31 to 9-33
Per Server licensing, 9-31
Per User licensing, 9-31 to 9-33
Performance Console, 12-10 to 12-19
disk counters, 12-17
memory counters, 12-15
monitoring performance data, 12-11 to 12-12
network counters, 12-16
Performance Logs And Alerts, 12-12 to 12-13
process counters, 12-16
server role monitoring, 12-14 to 12-15
System Monitor, 12-10 to 12-13
performance counters
disk counters, 12-17
memory counters, 12-15
network counters, 12-16
process counters, 12-16
server role monitoring, 12-14 to 12-15
System Monitor, 12-10 to 12-13
Total Jobs Printed, 8-31
Total Pages Printed, 8-31
performance data, 12-12, 12-16 to 12-17
importing into Excel, 12-17 to 12-18
monitoring, 12-14
recording, 12-17 to 12-18
Performance Logs And Alerts
counter configuration, 12-10
printer monitoring, 8-30 to 8-32
performance monitoring. See monitoring
Performance tab, Task Manager, 12-23
Permission Entry for Docs dialog box, 6-15

Only Allow Local User Profiles policy, 3-34 permissions

organizational units (OUs), 1-14 to 1-15 adding, 6-16

ownership, 6-17, 6-23 to 6-27, 6-29 to 6-31 configuring, 6-13 to 6-17
Deny permissions, 6-21, 6-27

P Directory, 6-46

effective, 6-20 to 6-23

file system, 6-25 to 2-27

inherited, 6-17 to 6-20

managing, 6-16, 6-31

modifying, 6-16

new security principals, 6-16 to 6-17
NTFS, 6-7 to 69, 6-12

Printer, 8-16 to 8-18

/P switch, 7-27
P2P (peer-to-peer) file sharing, 14-42
paper trays, 8-18
parity, 11-7 to 11-8, 11-37 to 11-43
partitions

creating, 11-13 to 11-14

extended, 11-6, 11-14

primary, 11-6 e 616
password reset disk, 15-49 removing, 6-1 )
passwords resource ownership, 6-23 to 6-25

share, 6-7 to 6-9
special, 6-17
templates, 6-17
troubleshooting, 6-52 to 6-55
physical disks, 11-3
Plug-and-Play (PnP) devices, 10-3, 10-6, 10-14, 10-24 to
10-27
See also Universal Plug and Play (UPnP)

administrator, 1-19
assigning, 3-6
complex, 3-5, 3-9
cross-platform issues, 3-41 to 3-42
policies, 3-39 to 3-40
resetting, 3-6
reversible encryption option, 3-6, 3-9
PDC (Primary Domain Controller) emulator, 3-48




policies, 3-44 to 3-48
account lockout, 3-46 to 3-47
audit, 3-49
password, 3-45 to 3-46
security, 3-54 to 3-55
See also Group Policy
Post Office Protocol version 3 (POP3), 1-6, 1-12
PostScript printer drivers, 8-41
practice exercises
Active Directory domains, 5-9 to 5-11
auditing file system access, 6-36 to 6-37
authentication, 3-57 to 3-58
backing up data, 7-8 to 7-10, 7-33 to 7-35
building and saving consoles, 2-7 to 2-8
computer accounts, 5-16, 5-23 to 5-24
disk quotas, 11-30 to 11-31
disk storage, 11-20 to 11-22
drivers, 10-8 to 10-9
Event Monitor, 12-7 to 12-8
Event Viewer, 12-30
file system permissions, 6-25 to 6-29
group accounts, 4-10 to 4-11, 4-13, 4-23 to 4-24
hardware devices, 10-15 to 10-16
Internet Information Services (IIS), 6-47 to 6-49
Performance Console, 12-17 to 12-18
printers, 8-9 to 8-13, 8-25 to 8-26, 8-35 to 8-36
RAID configuration, 11-40 to 11-41
Remote Assistance, 2-27 to 2-28
remote management, 2-11
restoring data, 7-16 to 7-17
shared folders, 6-10 to 6-11
system recovery, 13-11 to 13-13
Task Manager, 12-24
Terminal Server, 2-44 to 2-46
Terminal Services installation, 2-18 to 2-19
user objects, 3-11 to 3-13, 3-27 to 3-30
user profiles, 3-39 to 3-42
Windows Server 2003 installation, 1-16 to 1-23
See also Case Scenario Exercises

preconfigured user profiles, 3-35 to 3-38, 3-40 to 3-41

Previous Versions page, 7-29, 7-31 to 7-32
Primary Domain Controller (PDC) emulator, 3-48
primary partitions, 11-6
print jobs, redirecting, 8-30
printers
Active Directory integration, 8-21 to 8-24
auditing, 8-32
configuring, 8-6 to 8-7, 8-16 to 8-28
connecting clients to, 8-8 to 8-9, 8-12
default settings, 8-18 to 8-19
drivers for, 8-7
installing, 8-4 to 8-6
Internet, 8-24 to 8-25
local, 8-9 to 8-10
location tracking, 8-23 to 8-24
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logical, 8-21

maintaining, 8-29 to 8-30

monitoring, 8-30 to 8-32

network, 8-4 to 8-5

offline, 8-12 to 8-13

paper tray assignments, 8-18

performance counters, 8-31

permissions, 8-16 to 8-17

pooling, 8-20

ports, 8-20 to 8-21

properties, 8-16 to 8-20

publishing, 8-22 to 8-23

redirection, 2-39

scheduling, 8-19 to 8-20

security options, 8-16 to 8-17

sharing, 8-6 to 8-7

system log, 8-31

troubleshooting, 8-33 to 8-36

Windows Server 2003 model, 8-3 to 8-6
Printers And Faxes folder, 8-4
printing

Internet, 8-24 to 8-25

redirecting, 8-30

scheduling, 8-19 to 8-20

test documents, 8-12 to 8-13

troubleshooting, 8-33 to 8-36
problems and solutions. See troubleshooting
process counters, 12-26
Processes tab, Task Manager, 12-20 to 12-21
product activation, 1-11, 1-21
Profile tab, Properties dialog box, 3-7, 3-34
profiles

hardware, 10-23

mandatory, 3-65

See also user profiles
Properties dialog box

group accounts, 4-10

printers, 8-6 to 8-7

user objects, 3-7 to 3-10
proxy servers, 9-14
publishing

printers, 8-22 to 8-23

shared folders, 6-5

questions and answers. See review questions and answers

quotas. See disk quotas

/R switch, 7-28
RAID configurations, 11-33 to 11-48
hardware, 11-33 to 11-34

fault tolerance creation, 11-4 to 11-5, 11-39 to 11-40

mirrored volumes, 11-35 to 11-37, 11-39
optimizing performance with, 11-24
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planning, 11-40 to 11-41
server recovery and, 11-38 to 11-39
software, 11-34
striped volumes, 11-34 to 11-35
striped volumes with parity, 11-7, 11-8, 11-34, 11-39
troubleshooting, 11-45 to 11-47
upgrading disks and, 11-40
volumes, 11-37 to 11-39
RAID-0 volumes. See striped volumes
RAID-1 volumes. See mirrored volumes
RAID-5 volumes. See striped volumes with parity
RDP. See Remote Desktop Protocol (RDP)
Read & Execute permissions template, 6-14, 6-17
Read permission, 6-7, 16-1
recovering data. See restoring data; system recovery
Recovery Console, 13-8 to 13-12
commands, 13-10
defined, 13-16
installing, 13-8 to 13-9
practice exercise, 13-12 to 13-13
removing, 13-9
security issues, 13-10
using, 13-9 to 13-10
recovery tools
driver recovery, 10-18 to 10-19
system recovery, 13-8 to 13-12
Redircmp tool, 5-8
redirecting print jobs, 8-30
redirection, printer, 2-38
Refresh command, 5-10
regional settings, 1-16
relative identifiers (RIDs), 15-32
remote access services, 1-11 to 1-12
Remote Assistance, 2-21 to 2-28
configuring, 2-22
defined, 2-50
firewall constraints, 2-26 to 2-27
offering to users, 2-24 to 2-25
overview of, 2-21
security issues, 2-25 to 2-26
Remote Assistance, invitations
accepting, 2-24
creating, 2-22 to 2-24
remote control, 2-43 to 2-44
Remote Desktop for Administration, 2-13 to 2-20
default components, 2-14
enabling and configuring, 2-13 to 2-14
overview of, 2-13
practice exercises, 2-27 to 2-28
Remote Desktop Connection, 2-14 to 2-15
settings, 2-16
troubleshooting, 2-17 to 2-18
Remote Desktop Connection, 2-14 to 2-16, 2-19
client settings, 2-16
configuration, 2-15

installation, 2-31
server settings, 2-16
Remote Desktop Protocol (RDP), 2-33 to 2-40
RDP-Tcp connections, 2-18, 2-34 to 2-35, 2-38 to 2-40
RDP-Tcp Properties dialog box, 2-37
Remote Installation Services (RIS), 5-13
remote management
Microsoft Management Console (MMC) for, 2-3 to 2-7
practice exercises, 2-11
Terminal Server, 2-43 to 2-44
remote procedure call (RPC) service, 8-34
Remote Registry service, 15-36
Removable Storage Management (RSM) system, 7-24, 7-28
resetting
computer accounts, 5-19, 5-21
passwords, 3-6
resource configuration, 10-11, 10-14
resource ownership, 6-23, 6-25, 10-17, 10-23, 10-25
resource permissions, 6-23 to 6-25
Resources tab, 10-5, 10-14, 10-15
Restore Files And Directories rights, 6-25
Restore Wizard, 7-4
restoring data, 7-14 to 7-16
ASR (Automated System Recovery) sets for, 7-4
Backup Utility for, 7-14 to 7-15
Exam Highlights, 7-41
Key Terms, 7-41
options for, 7-15 to 7-16
practice exercises, 7-16 to 7-17
review questions and answers, 7-44 to 7-45
specifying the restore location, 7-15
Lesson Summary, 7-19
System State, 13-3 to 13-6, 13-7
troubleshooting lab, 7-39 to 7-40
See also backing up data; system recovery
reversible encryption, 3-6, 3-9
RIDs (relative identifiers), 15-32
RIS (Remote Installation Services), 5-13
roaming user profiles (RUPs), 3-33 to 3-35
preconfigured, 3-36
synchronization, 3-34
rolling back drivers, 10-12 to 10-13
Routing and Remote Access Service (RRAS), 1-11
RPC (remote procedure call) service, 8-34
/RS switch, 7-28
RRAS (Routing and Remote Access Service), 1-11
RUPs. See roaming user profiles (RUPs)

S

Safe mode, 10-19, 10-22 to 10-23, 10-24

SAM (Security Accounts Manager) database, 5-3
SANs (storage area networks), 11-1

saving searches, 8-8

Schedule Job dialog box, 7-29

scheduling



backup jobs, 7-28 to 7-29
printing jobs, 7-19 to 7-20

Software Update Services (SUS) synchronization, 7-18,

7-23
scope, group, 4-4 to 4-6
scripting computer account creation,
SCSI (Small Computer Systems Interface) controllers,
11-40, 11-44
searches
computer object, 5-16
printer, 8-9
saving, 8-8
shared folder, 8-6
security
authentication, 3-44 to 3-59, 6-44 to 6-47
backup, 7-21
cross-platform issues, 3-36
groups, 4-3, 4-9 to 4-10, 4-21
Internet Information Services (I1S), 6-40 to 6-47
passwords, 1-19, 3-5 to 3-9, 3-39 to 3-42
policies, 3-44
printer, 8-16 to 8-17
Recovery Console, 13-8 to 13-12
Remote Assistance, 2-25 to 2-26
resource ownership, 6-23, 6-25
shared folder, 6-5
Terminal Server, 2-30
Security Accounts Manager (SAM) database, 5-3
security groups, 4-3, 4-9 to 4-10
security identifiers (SIDs), 6-13
computer account, 5-3, 5-19
user account, 3-3
Security log
auditing events, 6-34 to 6-36
configuring, 12-4 to 12-5, 12-6
examining, 6-34 to 6-36
exporting, 6-35 to 6-36
filtering, 6-35, 12-4
general settings, 12-4 to 12-5
reading, 12-7
warning about, 12-5
server message block (SMB) connections, 1-5
server role monitoring, 12-13
Server service, 6-3
servers
configuring, 1-9 to 1-11, 1-18 to 1-20
monitoring, 12-13, 14-15
moving disks between, 11-16 to 11-17
optimizing performance of, 14-2
service packs, 9-27 to 9-29
deploying with Group Policy, 9-28
downloading and extracting, 9-27 to 9-28
review questions and answers, 9-28, 9-460
Shadow Copies feature, 7-29 to 7-33
configuring and enabling, 7-30 to 7-31
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using, 7-31 to 7-33
share names, 8-5 to 8-6
share permissions, 6-7 to 6-9
certification and, 6-9
configuring, 6-7 to 6-8
limitations of, 6-8
Microsoft’s tightening of, 6-9
real-world use of, 6-9
review questions and answers, 6-58
troubleshooting, 6-52 to 6-55
types of, 6-7
shared folders, 6-3 to 6-12
Case Scenario Exercise, 6-50 to 6-52
configuring, 6-7
managing, 6-5 to 6-6
overview of, 6-3
review questions and answers, 6-58
security, 6-3
setting up, 6-10 to 6-11
shadow copies of, 7-29 to 7-33
Lesson Summary, 6-12
troubleshooting, 6-52 to 6-55
user sessions and, 6-3
Shared Folders snap-in, 6-3 to 6-4
Access Control List (ACL) Editor access, 6-15
Open Files node, 6-9
Sessions node, 6-9
Shares node, 6-4, 6-9
shared printers, 8-6 to 8-7
Sharing tab, 6-3
Show Hidden Devices option, 14-20
SIDs. See security identifiers (SIDs)
signatures, digital, 10-6 to 10-7
signed drivers, 10-6 to 10-7
Simple Mail Transfer Protocol (SMTP), 1-5
simple volumes, 11-7 to 11-8
site licenses
administering, 9-30 to 9-31
identifying, 9-30
See also licenses
site-awareness, 3-41
Small Computer Systems Interface (SCSD) controllers,
11-40, 11-44
smart cards, 3-9
SMB (server message block connections), 1-5
SMP (symmetric multiprocessing), 1-6
SMS (Systems Management Server), 9-28
SMTP (Simple Mail Transfer Protocol), 1-5
/SNAP switch, 7-28
snap-ins, 2-5, 2-9 to 2-11

software
licenses, 9-30 to 9-43
printer, 8-5

service packs, 9-22 to 9-24
updating, 9-3 to 9-21
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vulnerability, 9-1
software RAID, 11-4 to 11-5, 11-34
Software Update Services (SUS), 9-3 to 9-21
administering, 9-12 to 9-14
approving updates, 9-15 to 9-17
Automatic Updates client, 9-21 to 9-25
backing up, 9-18 to 9-19
Case Scenario Exercises, 9-40 to 9-43
components, 9-4 to 9-7
configuring, 9-12 to 9-14
designing infrastructure, 9-7 to 9-8
explained, 9-4 to 9-7
installing, 9-9 to 9-11
managing computer groups, 9-17 to 9-19
monitoring, 9-18
overview of, 9-3
review questions and answers, 9-45 to 9-46
Lesson Summary, 9-26
synchronizing, 9-14
system events, 9-22, 9-23
update status, 9-19 to 9-21
Web site, 9-25
Software Update Synchronization Service, 9-5, 9-6
spanned volumes, 11-7 to 11-8
special permissions, 6-17
spool folder, 8-31, 8-34
Standard Edition of Windows Server 2003, 1-6
status codes, Device Manager, 10-20 to 10-21
status symbols, licensing, 9-36
storage
options available for, 11-3 to 11-10
removable system of, 7-3, 7-20
See also disk storage
storage area networks (SANs), 11-1
streaming media server, 1-12
striped volumes, 11-7
striped volumes with parity, 11-7
successes, auditing, 6-33
Support Tools, 5-5, 5-21
SUS. See Software Update Services (SUS)
switches
/A switch, 7/26 to 7/27
/D switch, 7-28
/F switch, 7-26
/G switch, 7-27
/] switch, 7-26
/L switch, 7-28
/M switch, 7-28
/N switch, 7-27
Ntbackup command, 7-26
/P switch, 7-27
/R switch, 7-28
/RS switch, 7-28
/SNAP switch, 7-28
/T switch, 7-27

/V: switch, 7-28

-x switch, 9-28
symmetric multiprocessing (SMP), 1-6
synchronization

password, 15-32

roaming user profile, 3-34

SUS (Software Update Services), 9-5, 9-6, 9-12 to 9-14

system failure. See system recovery
System log, 8-31, 9-23, 12-3, 12-9
System Monitor
configuring, 12-10 to 12-13
defined, 12-34
printer monitoring with, 8-30 to 8-31
viewing data in, 12-11 to 12-12
system partition, 11-6
System Properties dialog box, 9-21 to 9-22
system recovery
automated, 13-6 to 13-8
Exam Highlights, 13-5 to 13-16
Key Terms, 13-16
options, 13-2 to 13-3
practice exercises, 13-11 to 13-13
Recovery Console, 13-8 to 13-10
review questions and answers, 13-17 to 13-18
Lesson Summary, 13-15
System State and, 13-3 to 13-5
See also restoring data
System State, 13-3 to 13-6
backing up, 13-4
data included in, 13-3
defined, 13-16
domain controllers and, 13-5 to 13-6
restoring, 13-5
system volume (SysvoD), 1-13, 11-6
fault tolerance, 11-39 to 11-40
Sysvol folder, 13-5
Systems Management Server (SMS), 9-28

T
/T switch, 7-27
Take Ownership permission, 6-7
tape backups. See backing up data
Task Manager, 12-20 to 12-25
Applications tab, 12-20 to 12-21
defined, 12-34
Networking tab, 12-23
overview of, 12-20
Performance tab, 12-22 to 12-23
Processes tab, 12-21 to 12-22
review questions and answers, 12-36 to 12-37
Lesson Summary, 12-25
Users tab, 12-24
templates
permissions, 6-17
user account, 3-65
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user object, 3-15 to 3-16 U

user profile, 3-40 UNC (Universal Naming Convention), 3-35, 3-38, 3-43, 6-4,
Terminal Server, 2-29 to 2-44 7-5

administering, 2-33 to 2-36 uninstalling

applications on, 2-29 to 2-31 drivers, 10-5, 10-13 to 10-14

clust'ers, .2—42 hardware devices, 10-14

configuring, 2-35 to 2-38 universal groups, 4-5

default components, 2-29 Universal Naming Convention (UNC), 3-35, 3-38, 3-43, 6-4,

device redirection, 2-38 to 2-40 7-5

iflstall.ing, 2-29 to 2-32 Universal Plug and Play (UPnP), 6-26 to 6-27

licensing, 2-32 Universal Serial Bus (USB) devices, 14-20

load-balancing, 2-41 to 2-42
logon rights, 2-37
overview of, 2-29

Uniform Resource Locators (URLs), 6-40
unlocking user accounts, 3-50 to 3-51

unrecognized media, 7-21
remote control, 2-43 to 2-44 unsigned drivers, 10-7

security options, 2-30 updating
troubleshooting, 2-32 to 2-40 drivers, 10-10 to 10-11
user sessions, 2-41
Terminal Server License Server, 2-32
Terminal Services
Client Access Licenses (CALs), 9-30 to 9-31

operating systems, 9-3 to 9-21
Terminal Services, 2-15

upgrading disks, 11-40

UPN (user principal name), 3-4, 3-20

Configuration console, 2-34 UPnP (Universal Plug and Play), 6-26 to 6-27
Home Folder, 2-31 URLs (Uniform Resource Locators), 6-40
overview, 2-13 USB (Universal Serial Bus) devices, 14-20
Properties dialog box, 2-15 USB Root Hub, 14-20

remote management using, 2-13, 2-43 to 2-44 USB Universal Host Controller, 14-20

review questions and answers, 2-51 to 2-52 user accounts

software components, 2-13, 2-14 account properties, 3-7
troubleshooting, 2-17 to 2-18 authentication, 3-44 to 3-58
updating previous versions, 2-15

Case Scenario Exercise, 3-60 to 3-62
Terminal Services Manager, 2-14

creating, 3-3 to 3-6

Terminal Services Session Directory, 2-42 deleting, 3-52

time and date settings, 1-20 disabling, 3-52

token assignment, 16-4 enabling, 3-52

Total Jobs Printed performance counter, 8-31 Exam Highlights, 3-64 to 3-65
Total Pages Printed performance counter, 8-31 importing, 3-16 to 3-17

trees and forests, 1-14 Key Terms, 3-65
troubleshooting

'A ) managing, 3-7 to 3-11
administrative tools, 2-7 to 2-18 modifying multiple, 3-9 to 3-10
authentication, 3-53 to 3-56 moving users, 3-11

backups, 7-39 to 7-40 overview of, 3-1

C(IJmputer accounts, 5-19 to 5-24 passwords, 3-17 to 3-18, 3-45 to 3-46

disk storage, 11-45 to 11-48 practice exercises, 3-11 to 3-13, 3-27 to 3-30, 3-39 to 3-42
drivers, 10-18 to 10-25 property settings, 3-9

file system permissions, 6-53 renaming, 3-52

group accounts, 4-26 review questions and answers, 3-66 to 3-71
hardware devices, 10-18 to 10-24 Lesson Summary, 3-63 to 3-64

pe.rformance monitoring, 12-32 to 12-33 templates, 3-15 to 3-16
printers, 8-33 to 8-30 troubleshooting, 3-62 to 3-63
Remote Desktop, 2-17 to 2-18 unlocking, 3-50 to 3-51

shared folders, 6-52 to 6-55
Terminal Server, 2-32 to 2-40
Terminal Services, 2-17 to 2-18
user accounts, 3-62 to 3-63
trusted site list, 9-11, 9-41

user profiles,
user authentication, 3-50 to 3-57
user logon name, 3-5, 3-11 to 3-12
user objects

configuring, 3-7 to 3-8
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creating, 3-3 to 3-6
deleting, 3-52
disabling/enabling, 3-52
importing, 3-16 to 3-17
managing, 3-7 to 3-11
modifying multiple, 3-9 to 3-10
moving, 3-11
properties, 3-6
renaming, 3-52
templates, 3-15 to 3-16
user properties, 3-9
user principal name (UPN), 3-4, 3-20
user profiles
explained, 3-32
group, 3-38
local, 3-33
managing, 3-32 to 3-43
mandatory, 3-38 to 3-39
preconfigured, 3-35 to 3-38, 3-40 to 3-41
roaming, 3-33 to 3-36
share permissions, 3-37, 3-40
synchronization, 3-35
templates, 3-40
user properties, 3-7 to 3-8
User Rights, 3-55, 15-39, 16-14
user sessions, 2-41, 6-9
user templates, 3-15, 3-27 to 3-28, 3-32
users
authentication of, 3-43 to 3-44
custom quotas for, 11-30
device installation by, 10-6
Users tab, Task Manager, 12-24
UseWUServer value, 9-18

\"
/V: switch, 7-28
VBScript, 3-27, 4-23
verbs, Windows Management Interface Command-line
(WMIC), 12-28
virtual directories, 6-43, 6-45 to 6-46
virtual machine technology, 11-9
virtual private networks (VPNs), 1-12
viruses, 3-32, 3-33
Volume Shadow Copy Service (VSS), 7-20
volumes, 11-11 to 11-23
configuring, 11-12 to 11-16
creating, 11-13 to 11-14
defragmenting, 11-25 to 11-26
drive letters, 11-15
extending, 11-16
formatting, 11-14
logical, 11-3 to 11-4
maintaining, 11-24 to 11-31
mirrored, 11-7
mounted, 11-4, 11-15

RAID-0, 11-7

RAID-1, 11-7

RAID-5, 11-7, 11-8

simple, 11-7 to 11-8

spanned, 11-7 to 11-8

striped, 11-7 to 11-8

striped with parity, 11-8

system, 11-5, 11-7, 11-29, 11-39 to 11-40
VPNs (Virtual Private Networks), 1-12
VSS (Volume Shadow Copy Service), 7-20

w
WAB (Windows Address Book), 3-48
WANSs (wide area networks), 1-12
Warn option, 14-38
WBEM (Web-Based Enterprise Management), 12-26
Web Edition of Windows Server 2003, 1-6
Web sites
administering Web environments, 6-40 to 6-41
authentication options, 6-44 to 6-46
configuring and managing, 6-41 to 6-44
Software Update Services (SUS) administration, 9-5
Web virtual directory, 6-43
Web-Based Enterprise Management (WBEM), 12-26
wide area networks (WANs), 1-12
wildcards, 13-10
Windows 2000 Professional, 17-24
Windows Address Book (WAB), 3-48
Windows Automatic Updates, 9-21 to 9-23
Windows Internet Name Service (WINS) server, 1-13
Windows Management Instrumentation (WMD), 12-26 to
12-33
command-line interface, 12-26 to 12-27
description of, 12-26 to 12-29
extracting Event Viewer data, 12-30
monitoring computers with, 12-29 to 12-30
review questions and answers, 12-37
security configuration, 12-30
Lesson Summary, 12-31
Windows Management Interface Command-line (WMIC)
administration with, 12-27
aliases, 12-28
interactive vs. noninteractive, 12-27
monitoring computers from, 12-29 to 12-30
verbs, 12-28 to 12-29
Windows Media Services (WMS), 1-12
Windows Messenger, 2-22 to 2-23, 2-27 to 2-28
Windows NT 4, 11-40
Windows Server 2003
activation, 1-11, 1-21
Active Directory, 1-13 to 1-23
command-line tools, 3-16, 3-17 to 3-26
domain functional levels, 4-3
drivers supplied with, 10-3
editions of, 1-6 to 1-8



fault tolerance, 11-4 to 11-5
installation, 1-10 to 1-13
Microsoft Web site for, 1-4
monitoring, 12-1 to 12-37
RAID implementation, 11-33 to 11-41
Recovery Console, 13-8 to 13-12
Software Update Services (SUS), 9-3 to 9-26
System State, 13-3 to 13-6
Terminal Server, 1-12
upgrading, 11-40
Windows Server 2003 R2, 1-5
Windows Server 2003 Resource Kit, 5-8
Windows Server Update Services (WSUS), 9-3 to 9-26
configuring, 9-12 to 9-13
designing infrastructure, 9-7 to 9-8
installing, 9-9 to 9-11
managing, 9-17 to 9-19
overview, 9-4 to 9-7
synchronizing, 9-12 to 9-14
updating, 9-15 to 9-17
See also Windows Automatic Updates
Windows Small Business Server 2003, 1-8
Windows System Resource Manager (WSRM), 1-7
Windows Update Server, 9-3, 9-4
Windows User CALs, 9-31 to 9-32
WINMSD utility, 14-15
WINS (Windows Internet Name Service) server, 1-13
WMI. See Windows Management Instrumentation (WMI)
WMIC. See Windows Management Interface Command-line
(WMIC)
WMS (Windows Media Services), 1-12
workgroup model, 1-13
Workstation service, 6-3
Write permissions, 6-17
WSRM (Windows System Resource Manager), 1-7
WSUS. See Windows Server Update Services (WSUS)
Wuau.inf template, 9-24

X

-x switch, 9-28
XML (Extensible Markup Language), 2-24, 6-44

XML (Extensible Markup Language) K17




